3GPP TSG-SA3 Meeting #102-e 
S3-210332
e-meeting, 18 – 29 January 2021











Revision of S3-21xxxx
Source:
Nokia, Nokia Shanghai Bell
Title:
Evaluation of solution #2.3
Document for:
Approval

Agenda Item:
5.5
1
Decision/action requested

Provides further evaluation for solution #2.3 of 3GPP TR 33.846.
2
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3
Rationale

This contribution proposes an additional evaluation for solution #2.3 of 3GPP TR 33.846 [1]. 
Solution #2.3 proposes a unique format in authentication response for successful authentication, MAC failure and sync failure. The following table discusses issues/limits seen with this solution.
	Scenario
	Description
	Issue with solution / no issues

	A.Success case
	UE: RES* is generated, pseudo cause, pseudo AUTS 
        generated.

AMF: RES* is cross checked with XRES* first in AMF. 
           If it is successful, AUTS and cause ignore.
	No issues forseen. Existing procedure from TS33.501 for Authentication response but only pseudo AUTS and pseudo cause is newly introduced in UE and both are ignored in AMF.

	B. MAC failure case
	UE: Cause is included, but AUTS and RES* are pseudo random number.
AMF: Verifies RES* with expected XRES*. Verification fails. AUTS is sent to UDM and AUTS verification fails in UDM & with cause it detects MAC failure.
	Issue 1: RES* received from UE is first checked against XRES* in AMF. What if pseudo random number generated for RES* in UE matches with XRES* in AMF? Even though it is MAC failure scenario, AMF will ignore the cause value and AUTS value and considers it as success case.
Issue 2: TS 24.501 clause 5.4.1.3.7 c. When MAC failure is received in case of 5G-GUTI originally used, then identity request procedure has to be triggered. MAC failure cases at AMF level is not considered with this solution.

	C. Sync failure case
	UE: AUTS is generated and included. RES* is random number and cause is pseudo. 
AMF: Verifies RES* with expected XRES*. Verification fails. AUTS is sent to UDM and if verification is successful in UDM & ignores cause value.
	Issue 1: RES* received from UE is first checked against XRES* in AMF. What if pseudo random number generated for RES* in UE matches with XRES* in AMF? Even though it is sync failure scenario, AMF will ignore the cause value and AUTS value and considers it as success case.




Thus, this solution did not assure that random number generated for RES*(pseudo) will not match the expected XRES* for failure cases. Therefore, we propose to add evaluation text accordingly in section 6.2.3.3.
4
Detailed proposal

It is proposed that SA3 review and approve the following text to 3GPP TR 33.846 [1] to update the evaluation of Solution #2.3: Unified authentication response message by UE, which addresses the aspect of "breach of the user's untraceability" in Key Issue #3.1 "Mitigation against the linkability attack".
   *** START of CHANGE ***

6.2.3.3
Evaluation

This solution enables the network to mitigate one kind of linkability attack which are based on recognising the different authentication responses. 

When the UE receives the authentication request message, UE generates authentication response with unified format for successful authentication, MAC failure and sync failure. Successful authentication can be distinguished through verification of RES* in AMF. MAC failure and sync failure can be differentiated through verification of AUTS in UDM. This solution modifies the authentication response message.  

The attackers are unable to get the failure type with the authentication response message. However, in rare cases, causes MAC failure and Sync failure at UE will be considered as success case at AMF / AUSF, i.e. in case the pseudo RAND generated is matching by incident the XRES*.
This solution impacts the visited network.

This solution does not provide a future proof solution. 

*** END of CHANGE ***
